













































































Hashing and Heavy Hitters


















































































welcome to Randomized Algorithms
undamentalalgorithms.com randomized

Highlights

midterm final

biweekly homework

drop lowest 20 of HW scores

self grading HW policy

HW in groups of 3

Please read thesyllabus

will ask for questions next class
















































































Last time

Probability Algorithms

Events probabilities
Approx 3 SATconditional probabilities

union bound Quicksort
Random variables

expected value Quickselect Hw

linearity of expectation
Markov's inequality
















































































3 SAT Approximating 3SAT Max 3 SAT

ÉÑFFormula 9 x Xn xVxV̅xs 1 x4v 1

9 x Xn xVxV̅xz 1 x4v 1 Goal satisfy Max clauses

Interesting even if 6 is unsatisfiablem clauses n variables
3 distinct variables per clause d Approximation algorithm LECO 1

Algorithm satisfies 2 OPT clauses
The silliest APX algorithm Thum max value

1 for i l h
0 8

0

9 randomly set x
TRUE w prob.s

0FALSE w prob s to
2pm.it I in

pperhot

We will
9 x Xn

prove silly algo is APX
xUx ̅

derandomize sillyalgo deterministic78 APX 5 NP Complete or L

Even more surprising t.am
eh

probalisticallycheckableproofs SATProgrammingLanguage inputs inputs inputs input

PCP Theorem I3 E APX is NPHard ETO
















































































provesillyalgo is APX
2 disjoint clauses 2 clauses w provesillyalso li1 fori 1 n

ThesilliestAPXalgorithm

a randomlysetxi.fis Ip
1 common variable fish.intsetxigg Ip

567 1 5 2 56 56 eyes
E eventthat C satisfied E eventthat C satisfie
E C2 PrTE EzJ E C2

PrTE E2 Pr I Elx3 t PrTE Ealx3 F

TFPrE PREE

Big idea we onlywant the averagemeans.su
iiiiiiiiiiiiiiicommonvariables

LinearityofExpectation

f x 14 3 117214dam
E X Y EX ETY ridiculouslyuseful

averagesum sum ofaverages
E eventthatC satisfied

Eg let y
1 if ith clausesatisfied

0 otherwise i 1 mmE
ETY 7 8 1 clause case

general question

how to analyze a randomized mechanism El 8 Ef Yi EEY 718m

w a combinatorial explosion of possibilities actuallyeasy
















































































let y
1 if ith clausesatisfied
0 otherwise

2 Y clausessatisfied inductionstep 4 Eli use
satisfied

E Z ETZIX.TT JEEZ x f aim are true false sit

E Z x a m Xk ak E Z ETZIX.TT EYIX.TT

easytocalculate
either E Zlx T or E 21 1 5 is EEZ for Xk

Z x a m xk a
One of these
must begood

E zlx T or E Z1x f is EEZ Eli
satisfied E Z x a m xk ak FT

2 Y clausessatisfied

how to decide which E Z x a m xk 9k XkFFE z FELIXD EZIXES

methodofconditional expectationsE z1x 1 ETYilx.it

easy to calculate
so we can compute E zlx t E 21 2 5

and decidebetter
















































































Randomized Sorting Random divide and conquer
Goal sort AII m n

pickrandompivot

silly algorithm 191
1 choose it In uniformly at random DivideA intotwoparts

2 Recursively sort all s AT pivot pivot
3 Recursively sort all s A i sortrecursively sortrecursively

called Quick SORT
pivot sorted pivot sorted

we will prove that Quicksort

takes O nlogn time in expectation

takes O nlogn time w high probability
















































































Expected running time of Quicksort E Xij Pr Xij 1

For each i jEIn w icj prfith
element is

compared to jth
1 if ith smallest element is

compared to jth smarm 1lo otherwise

Xij total comparisons made ithelem is compared w jth
by the algorithm ith or jth elem selected
total running time before any element in between

ETEXij average runningtime happens w probability Fitt

ET Xij EX
averagesum sumof

averagii
E Xij j

ET xijtz.EEXijT EpE ion
now analyze E Xi in isolation

FineÉ
1 an mL
OtnlognJ nth harmonic

number
















































































Today

Probability Algorithms

Hash functions Frequency Estimation

Markov's Inequality Heavy Hitters cinstreams















































































tracking most popular queries is important for

caching

But how

Way too many different queries to
maintain counters for each
















































































Heavy Hitters In Streams

Elements one by one online
can repeat

a b c b a d a e a b a f

5 Heavy Hitters elements that

appear 5 of the time
more generally 5 parameter O
















































































Heavy Hitters In Streams
Elements one by one online
can repeat

a b c b a d a e a b a

5 Heavy Hitters elements that

appear 5 of the time
more generally5 parameter 0

Goal identify all heavy hitters

w sublinearspac.eu
Saving all counts in a dictionary
takes too much space

eg OCVñ O log n where all elements are

IDs between 1 and n
















































































5 Heavy Hitters elements that

appear 5 of the time
more generally 5 parameter 70

Goal identify all heavy hitters
w sub linear space

How is this even possible

a Only 20 5 heavy hitters

6 Randomization allow small prob of failure

C Approximation allow some margin of error

rigorous worst case bounds
















































































Today

Probability Algorithms

Hash functions Frequency Estimation

Markov's Inequality Heavy Hitters cinstreams
















































































Hash Functions
initialized

Randomly constructed function

h n K
big_ rel small

n

m

N J S J J K
collision
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Hash Functions

Randomly constructed function

big
n If rel small

y
u s s s s k

collision

Ideal Hash function

h n TK

W each hci indep unit random in IK

t
requires a Clog KY r n logk space
















































































Universal Hash Functions
a

h n Ik sit For all distinct i je In

Pr hci h j
much weaker than ideal hash

e 9 hex Lax 6 mod p mod k

where
p prime K

a in I m

p unit random

6 in O m
p 13 unit random

proof left as exercise
















































































Randomized algorithms averageoverrandom6Today

Probability Algorithms
Hash functions

Frequency Estimation
Universal HashFunctions

h n k sit forallpairs i jeans Heavy Hitters instreams
PrThci h j muchweakerthanidealhash

e.g h x ax 6 modp modk
where pprime K

a in 1 m p unitrandom
6 in 0 m p13unit random

Markov's Inequality














































Markov's Inequality specialcases

Let X 20 be nonnegative RV

PRIX Z LEXIE's
e.g
150 of US popul earns 2x average
150 of NBA players score

2x league average points

50 students get
2x average midterm score



Markov's Inequality

Let X 20 be nonnegative RV

PRIX EZEKIEL

more generally for 221

PrTXZ LEXI EI



Today

Probability Algorithms
Hash functions

Frequency Estimation
Universal HashFunctions

h In K s.T forallpairs i jeEn Heavy Hitters cinstreams
Prhci h j muchweakerthanidealhash

e.g h x ax 6 modp modk
where pprime K

a in 1 m p unitrandom
6 in 0 m p13unit random

Markov's Inequality
Markov's Inequality specialcases

Let X 0 be nonnegative RV

PrTX 2EX



Heavy Hitters In Streams

Elements one by one online
can repeat

a b c b a d a e a b a f

5 Heavy Hitters elements that

appear 5 of the time
more generally 5 parameter O



Heavy Hitters In Streams
Elements one by one online
can repeat

a b c b a d a e a b a

5 Heavy Hitters elements that

appear 25 of the time
more generally5 parameter E o

Goal identify all heavy hitters

w sublinearspace
Saving all counts in a dictionary
takes too much space

e.g Olin Ollog n where all elements are

IDs between 1 and n



from now on

E heavy hitters for fixed E o



HeavyHitters In Streams

Elem onebyoneonline

a b c b a d a e a b a

5 HeavyHitters elements thaZelated Problem appear s ofthetime
moregenerally5 parameterex

estimate relative frequency of each element
up to E additive error

absolute freq x times appears in stream

relative labs freq
freq of x toallengthofstre.am

E heavy hitter 2 7 relative freq E

Twe will focus on estimating up to E error



So to recap

want to estimate all relative frequencies

up to E additive error

not enough space for all counters

lucky for us

O is a good estimate for all but et elements

still don't know which te elements to count



Washing has entered the chat

Idea allocate w counters

hash element to counter h i
n

m

J J J J α
A w 101

Tmoffrequenciesofallelementsiwhlitt



Idea allocate w counters

hash element i to counter her
n

m

J J S J J
A whole

sumoffrequenciesofallelementsiwhi1

To estimate frequency fi of i

return her

over counts



n

m

J J J J
w l

suffretquenciesofallelementsiwhile

Notation

A 1 w array of counters

f true frequency of i

h In w universal hash function

m length of stream

eg AT Σ fi
i h i j



Universal Hash Functions

Lemmas for all h n K sit for distinct i je n

Pr hci h j

w probability m

J S J J we10k
f Athli fi Em suFEquenciesofallelements.in

hli 1

ATIm wJ c TFErs
f true frequency of i
h In w universalhash
m length of stream



Atan WFCritters
Recap n f true frequencyof i

h In Ew universalhashSn
m lengthof stream

j I s walk
Mostequenciesoraleemensis

tend for all i w probability at
fit ATheirs Sit Em

we have for each element good estimate

of frequency w constant probability

we want estimates of all frequencies w

high probability

we want to amplify our bounds



Repeatedly flip coins

P first toss is tails

P first 2 tosses are tails

P first 100 tosses are tails 12100



make d copies of hashed counters

Ai hi
Az hz

total spaceAs hs
OlwdAu h4

Adhd
min

estimate w j l d Aj hj i
ALLbad

iff hashed countersestimate are bad

prob ᵈ



HeavyHitters In Streams
Elements oneby one onlineset d 10 log n canrepeat

a b c b a d a e a b a f

5 HeavyHitters elements theach element is bad w prob appear 5 ofthetime
moregenerally5 parameterESO

Aichi
Az hz
As hs

goal Auha

ensure all elements are correct Adha

estimate

w j d Aj h iunion bound
Fad
estimate iff hash

d counter
P some e bad are bad

Pprob ᵈ

Σ PrTe bad n.to nat
e



HeavyHitters In Streams
Elements oneby one onlineall elements estimated canrepeat

a b c b a d a e a b a

accurately w prob I 9 5 HeavyHitters elements th
appear 5 ofthetime

moregenerally5 parameterESO

Ai hi
Azhz
AshsSpace Ahha

Adhd

estimateO wd O log n E
w j d AjTh i

bad
estimate iff hash

d counters
are bad

Pprob ᵈ

set d 10 logn
eachelement is bad w prob

2ᵈ To
Probanyelementbad PrTelement i ba

n.to ta
all elements estimated
accurately w prob 1 La



HeavyHitters In Streams

all elements estimated Elements oneby one online
canrepeat

a b c b a d a e a b a

accurately w prob I 9 5 HeavyHitters elements th
appear 5 ofthetime

moregenerally5 parameterESO

Space O wd O log n E am
Azhz
Ashs
Anh4

qAll put together Adhd

estimate

Estimate all rel frequencies w j.fi dAjThci

up to IE error w Jad
estimate iff hash

d counters
are bad

Pprob ᵈ
O log n e space set d 10 login

eachelement is bad w prob
2ᵈ To1 You prob of success

Probanyelementbad PrTelementi ba

n.to
all elements estimated
accurately w prob 1 Ka



Probability Algorithms
Hash functions

Frequency Estimationa
Universal HashFunctions

h nJ k sit forallpairs i jeans Heavy Hitters instreams
Prhci h j muchweakerthanidealhash

e.g hex ax 6 modp modk
where pprime K A hi

a in 1 m p unitrandom Az hz6 in 0 m p13 unit random
As hs
AHhaMarkov's Inequality estimate fi w
Adhd

j d Aj h iMarkov's Inequality specialcases

Let X 0 be nonnegative RV

PrTX 2EIX


