













































































Hash Tables

Linear Probing
















































































Last Tuesday

Probability Algorithms
Events probabilities Approx 3 SAT

Bigidea weonlywanttheaverage
LinearityofExpectation
ETHYLETHENwwwse

let Yi I is ithclausesatisfied
O otherwise

conditional probabilities
let y I isithclausesatisfied

ELZJIEETZIX.TT FELIX funion bound

dom variables iii sort
ETY 78 11clausecase

egg jg eitherETZIX.TT orETZIXES isZEE

Ran
expected Value Foreachiseenmiss pithelementisRandomdivideandconquer

x.it IjIgestelementis popigitity

I3p

rage

IMI
thealgorithm

won

Dividesintotwopartslinearity of expectation iiiiibeforeanyelementinbetweenpivot th pivot ETExi averagerunningtime

iii i i
sortrecursively ETExi iEEtxij.IÉE

Et inowanalyzeEx inisolationpivotsorted M pivotsorted

IEnginthharmonic
number
















































































Last Thursday

Probability Algorithms
Hash functions

frequency Estimation
Universal HashFunctions

hitns ks.lt forallpairs i sein Heavy Hitters instreams
Prthci hg Et muchweakerthanidealhash

e.g hex Lax6 modp modk
where pprime k

g

Az hz6 in O m p13unit random
Ashas

Markov's Inequality
h

estimate fi w
Adhd jIId AjthjciMarkov's Inequality specialcases

Let X 20 be nonnegative RV

PrTXZLEXIE's
















































































Today

Probability Algorithms

k wise independence Hash tables w

chaininghigher order moments
linear probing

generalizating universal hash
functions and Markov's inequality Text searching






















































































































































































































Dictionaries Maps

maintain key value pairs
K V Ks Va M

insertion

deletion

look up
















































































Very special case

keys contiguous integers 1 n

1

52e g index vertices of
s ji n

r 7a graph V1 mVn
and

g
or after reindexinganything really

7

VL

10 L Y
Y 12 54g

Solution Array A 1mn

K Ka kg Ky ks ke Ky kg kg Koki m

OCI access O n space
















































































keys contiguous integers 1 m n

c
t

e g index vertices of a graph vismun.az a go p's
or afterreindexinganything really 7

VL
10

544

Solution Array A 1mn

K Ka kg Ky ks ke Ky kg kg Koki m

OCI access O n space

Perfect for static settings where we can reindex
the input once

Bad for dynamic settings where keys change
















































































More general cu for universe U large

keys n integers out of I m U

X K X m X ka x mm x Koo x m kn

HELLO
e.g Strings s

ASCII 72 69767679

via bit encodings 72 69 128776128 76 1283 79 1284

Idea 1 Array Atan 4

011 lookup insert delete

OCU space 7 7 Ocn
















































































Leys n integers out of I m U
Infor universe Ularge Idea 1 Array ATI m U

X K X m x ka x me x Koo x m kn Od lookup insert delete

HELLO
e.g Strings s

ASCII 72 69767679
a bitencodings 72 69128 ygyzgzy.gg

space D Oh

10
access 6

15

Idea 2 self balanced trees a 7812 a

60 a
17

n space
in

10
IS

2 8 12 21

Ollogn time per a1 5

19

lookup insertion deletion 8 no2

8 15

maybe amortized s 12 21
9 17

e.g splay trees in
















































































Arrays Search Trees
10

IS

2

5

78 12 21
X K X M X K x Mr

60 a
17

19

Time Oct Ollogn

Space OCU Oln

Question can we get the best of both worlds

Yes with randomization
















































































Hashing k hk mod m

k x x k x

myMAIL.AE I

m

2 1400
Goal hash into a

smallerarrayaff
achieve

array like performfance

One problem collisions

h k h k same slot
















































































Some ways to handle collisions

chaining w trees w hashtable
linear probing
Quadratic probing

cuckoo hashing
















































































Some ways to handle collisions

make array bigenough that there are

probably no collisions

chaining linked list at each cell

cuckoo hashing use two hash functions h and ha
if hick and hack already occupied try to reassign
one of the conflicts to their other hash etc

if Athck filled try A That IT A Cheka m

linear probingandmore
















































































3ecall
n

Universal Hash Functions
Collision

s Jk

h In 7k s.T for all pairs i j E Int

Prthci LG Et muchweaker than ideal hash

e.g Lex Lax 6 mod p mod k

where o

p prime K

a in I m

p unit random

6 in O m
p 13 unit random

proof left as exercise
















































































It iii iset

Chaining Universal Hash Function Prhci h j muchweakerthanideal

eg hex ax 6 modp modk
where

PaTime
p unitrandom

6 in 0 m p13unit I iesiasexerh x ax 6 mod p mod m

X K m x K2 x nm x Koo m kn

ax 6
mod p

P

modm

m
1400
















































































Chaining universal hashTheores insert delete lookup take
h x ax 6mod p mod m

x k m x k x nm x Koo m k

0 It m time in expectation

iiii.ttProof
say

insert at hex
m

E coll w n keys m size of array

h k h x

Xi otherwise

TEX EEX In 1m
















































































Today

Probability Algorithms

k wise independence Hash tables w

chaining t
higher order moments

linear probing
generalizating universal hash
functions and Markov's inequality
















































































Today

Probability Algorithms

k wise independence Hash tables w

chaining t
higher order moments

linear probing
generalizating universal hash
functions and Markov's inequality
















































































Linear Probing
insert X

maran
the Mthathth Mth

h x next hext2 hexts m

insert in next empty slot
















































































Deletion delete x

mar
3 Mth MMM Y Z

h x next hext2 hexts or h z h y

scan to find remove

keep scanning to fill holes

after deletion

MMhMMh z y
h z h y
















































































Linear Probing insert in next empty slot

insert X

hmm
3 MMhMMthx Mth

h x next hext2 hexts m

Main Question how long is run
on average

for m 0 n m size of array n keys
















































































Linear Probing insert in next empty slot

x

hm
the 3 mmmmhx ̅ Mth the M

h x h x 1 hext2 hexts m

Main Question how long is run conaverage

Terminology

hashes x hashes to Ali if h x i
vs

occupies x occupies Ali if A I X

a b indices a ath m 6 mod m

wraps around
















































































hsertx

m n imma na n am
h x HAH hasta hats m

elete x

MMM M MMA UMAN MMAjYÉjÉÉÉÉ
axhagestones if he

X occupies Ati if Ali x

Main invariant Lab5 a att mobmod'm

if x occupies cell l then

all of that e occupied

x

mm
M MMMMM x MMM

h x hat hasta hats m e
















































































insertx X

is a man as a ma
h x next hext2hexts m

elete x X

mama a speed mm
h x next hext2 has m 2

hashesto Ali if h x 1

x occupies AT if ATI X

a b a ath m 6modm

Runs

n a n z É a za n

me
maximal occupied interval

Running time length of run containing h x
















































































insertx X

is a man as a ma
h x next hext2hexts m

elete

Mmm y Entre mm
L x next hasta hats m 2

hashesto Ali if h x 1

Main Question how long is run x occupies Ati if ATI X

for m 0 n m sizeofarray n keys on average
a b a ath m 6modm












































































































hashesto Ali if h x 1

setup A 1 M n keys x occupies Ati if ATI

Ideal hash functions Tab a att 16modm
Main invariant

if occupies cell l the

fix M 29 all of hex e occupi

i hlx 77322
maximal occupied interva

R run at i

goal show E IRI 011

IRI lPr IRKE

For fixed what is Pr IRI L
















































































hashesto Ali if h x 1

Pr B L x occupies AT if ATI
a b a ath m 6modm

Main invariantI intervals containing h x is occupies cell e the
all of h x e occupi

a 8 zzazaxas.EE32hx maximal occupied interva

setup fix x

R run at h xfix interval I containing h x goal E IRI 011

R I only if
ELIRI l Priirke

exactly items hash into IakEet

e

PrIR I 1 E E Entente




























































Pr IRI e Pr R I eye
m

ELIRD eprtirkeJ E.EE tore
OCD

Is vs 99999997



insertx X

is a man as a ma
h x next hext2hexts m

elete x

may 2 Item Math
h x next hext2 has m h 2

hashesto Ali if h x 1

Main Question how long is run x occupies AT if ATI X

for m 0 n m sizeofarray n keys on average
a b a ath m bmodm

Knuth 1964 OCI for ideal hash functions

what about w limited randomness



hsertx

s a Eton as a ma
h x heat heat2 hext3 m

elete x

make a inmate an
h HUH 47 2 41 3 2 4

hashesto Ali if h x

Main Question how long is run x occupies AT is ATiJ

for m OCn m sizeofarray n keys on average
a b a att m 6modm

Knuth 1964 OCI for ideal hash functions

what about w limited randomness



K wise independent hash functions

h TU Em

S.T for any k keys x Xz mtk ETU
K values v Van VK ETU

PIG v h xz vz n h Xk Vic Ik

e.g Lex do tax tax't take x mod p
where pzu prime

do di M Ak Elp indep uniformly random



nsertx X

a mmmm ma n Ma
h x halt hasta hat3 m

elete x

MMM MMM mmM M MhMhMhM
h x hexyl hasta hats m h 2 4

Axhashesto Ali if 46771

Main Question how long is run x occupies Ati if Ali x

for m Ocn m sizeofarray n keys on average
Ia b a att m 6mod'm

Knuth 1964 Oct for ideal hash functions

Schmidt Siegel 90 OU for Ollogn wise

independent hash function

Pagh Pagh Ruzic 2007 04 for S wise

independent hash function



nsertx X

a mmmm ma n Ma
h x HH hasta hats m

elete x

MMM h ÉmMMZxMI MM
ha heat hasta hats m 2 4

axhashesto Ali if he

x occupies Ali if Ali x

Ia b a att m 6modm
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K wise independent random variables
X Xn are k wise independent random variables if

for all distinct Xi m Xin

PrTX Yi Xi 42 m Xi Yk

Prix y Pr Xizy Pr Xifyk
for all values Yi Yk



K wise independent random variables
PrTX Yi Xi 42 Xi Yk

Pr X y PrXi yImPr XiYk
importantlemmc forallvalues in

let X Xn E 0,13 be 4 wise independent
and M E X Xn then for β 70

G

PrTXitm Xn u β 4mgut
in

e g mz1 am
2m

41T
Markov gives only



insert

m a Z mrna as a an
h x next hxt2 hext3 or

delete

MMM ZWEI MM M
h x heat heat2 halts or h z h y

hashestoAli if h x

X occupies AT if AII X

a b a att n bmodm

variable

Runs P.tk IPrtxiiYd If Y
I EE nE

Z Z Z Z Z Z Z Z Z PrXtm Xn m β 4741

me
maximal occupied interval



insert

in in a star ma th ma
h x next hext2hexts or

delete

Wrcmama in mamma mm n
h x next hext2hexts or h z h y

x hashestoAli if h x

x occupies AT if ATI X

a b a ath m 6modm
kwiseindependentrandomvariable

setup FIX X Prtxiyi.Xizyam.xi.sk

P.IEDPrIxiYdm iY
i h x E.EE iiseinde

R run at i PrTX.tn nEuBIs4mgEet
a

goal show E IRI 011

Toga
ELIRI l Priirke Σ 2KP 2 1RI 2

k



insert

a iron anthe the M th
h x heat heat2 hext3 or

delete

mass m inmate an n
h x heat heat2 halts or h z h y

hashestoAli if h x

X occupies AT if AII X

a b a att n bmodm
kwiseindependentrandomvariable
PrTX Yi XiEYz Xi Yk

Diadic intervals P I in

let mXnC0,13be4 wiseindepende
andM E X t Xn for β70

Prix.tn Xn m β 4141

2 53 a

R run at i

goal show ELIRI OCD

IRK 2K REIKH



hashestoAli if h x

x occupies AT if ATI

a b a ath m 6modm
kwiseindependent randomvariabl
PrTX Yi Xi 42 Xi Yk

Prexy Prix D it
letXmXnE0,13be 4 wiseindepende
andM ETX Xn for β70

PrTX.tn Xn u β 4511

1131 2K 1 5 2k 1 items other than ˢⁿc
sexiness

hash into 1kt 1 R run at i

f B goal show EIRI OCIFpp J i

g.gg

Diadicintervals

PT2KKIR 2K
B

B A



hashestoAli if h x

x occupies AT if ATI

a b a ath m 6modm

P 2k
1
items hash into Ik IKI kwiseindependent randomvariabl

Tp
PrXiYi Xi 42 Xi Yk
P.TK PrIXi YIm iY

1 if ith key hashes into Ik Ian isX
PrTX.tn Xn u β 4511

0 otherwise a seas an

E ET EEEX 14 c
R run at i

Xi goal show EIRI OCI

K wise independent hash
Diadicintervals

conditional on h x

X m Xn are

4 wise independent















let X mXn E 0,13 be 4 wise independen
Proof and M ETX Xn then for β 70

PrTX.tn Xn u β 47gal




